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The Office of Internal Audit
& Compliance’s (OIAC)
mission is to support the
University System of Georgi
management in meeting its
governance, risk manageme
and compliance and internal
control (GRCC) responsibili-
ties while helping to improve
organizational and operatior
al effectiveness and efficien-
cy. The OIAC is a core activi
ty that provides managemen
with timely information,
advice and guidance that is
objective, accurate, balance
and useful. The OIAC pro-
motes an organizational cul-
ture that encourages ethical
conduct.

joN

We have three strategic
priorities:

1. Anticipate and help to
prevent and to mitigate

significant USG GRCC issues.

2. Foster enduring cultural

change that results in

consistent and quality
management of USG

operations and GRCC
practices.

3. Build and develop the
OIAC team.
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athle ¥t associabns and the conferences with which the sYons are &8liated (BoRminutes,March
2013).

Thepolicyalsodebnesthe requirementsfor programoversight,iden Yoesthe person/eny responsiblefor
the operaYon of the athle Xt program,an bnally, establisheshe approvalprocesgor an athle ¥ program
and/or expansiorof an exis Yag program. Most signbcantly, the policyoutlinesthe ins Yu Yons’
responsibilityfor:

ensuringathle ¥t programfundingrequirementsare achieved
distribu Yag athle X scholarshipso students
maintainingPnancialviability

and providingauditreportsto the USGChiefAudit O 8cer.

X X X X

TheBOR4.5islengthyandveryexpliciton the role, responsibili¥sandrequirementsfor maintainingan
athle Xt program. Thispolicywill establishthe basisfor the upcomingaudit program.

Audit ProgramObjecWes

TheupcomingUSGAudit will reviewall exisYag USGathle ¥ programs. Theaudit will consistof an
assurancendoperaYonalreview. Ourbrst objec Weisto assurethe USQthat proper safeguardsrein
placeto adhereto policy,procedureandoperaYonalprac¥es. Wewill alsoseekto iden Yy poten Yal best
practesandother similare 8ciencieshat maybe relevantto USGopera¥ons.

Oursecondobjec ¥eisto determinethe levelof complianceof USGathle ¥ programswith exis¥ag policies
andproceduresgspeciallythoserelatedto internal controlsdesignedo mi Yate signbcantrisks(e.g.

con Yaued bnancialviability, inter mthle Xt conferenceprogrampar tipa Yon, safetyandathle ¢ students
success.

Ourreviewwill incorporatemanydi +erent aspectsof athle ¥ operaYons,includingthe following:

x AllocaYon andadministraYon of out of statetui Yon waiversto studentathletes
x Governancestructureandcharacterisi¢sfor athle \t programs
x Descrip¥e characteris¢sof the programs,



debcienciesyangingin impactfrom material
weaknes$ndingsto verbalcommentswere
associatedvith this categoryof excepYns. The
mostsevereof theseexcepYnsiden Yoed
“signiprcantand materialerrorsand omissions”
within both budgetaryand bnancialstatements
presentedby the ins u Yon for audit.
Othercommon
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the ConsolidatedAnnualFinanciaStatementsas
neededto enhancethe accuracyandreliability of
thesematerials.

FinanciaManagement
The
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andcompliancerequirementsfor federalbPnancialaid by par ipa¥gin collec¥e enterprisemee Yagssuch
asthe USGFinancialAid Directorsmee Yagsand other state rand na Yonally basedorganiza¥onssuchasthe
GeorgiaAssocian of
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Youmightwonderhow it isthat a personor an
organizaYon would consideror “think compliance
brst.” We “think compliancebrst” by contribu Yag
to the developmentof a“Do the right thing”
culture. Tounderstandhow we all contribute to
sucha culture,we needto evaluatethe following
debni Yons:

1. Cultureisthe setof sharedvaluesandgoals
that an organiza¥on follows. Cultureis what
setsanorganizaYon apartfrom its peers.

2. Valuesareo Lenwide rangingidealsregarding
the right courseof acYon.

3. Avaluesystemis a setof consistentvaluesand
measures.

4. Compliancerogramsare systema¥
proceduresestablishedby an organiza¥on to
ensurethat requirementsof the regulaYns
imposedby a governmentagencyare met.

Organiza¥bnscommunicatetheir valuesystem
throughwri @n standardsof conduct,o Len
referredto asa Code of Ethics or a Code of
ConductThesedocumentsare the founda Yon of
anorganizaY¥on’spoliciesand proceduresand
providestatementsof the inten Yon to comply
with requirementsit mustmeet. Valuesgiveusa
senseof whatisright andwrong,andhelp usto
knowthe “right courseof acYon” to take.Oneof
the purposesof a complianceprogramisto help
createa “Do the right thing” culture.

Thereare guidelineghat tell organiza\onshow to
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designandimplemente +4ec ¥e compliance
programs.Theseguidelinesaddressseveral
requirements,includingthe needto createan
ethicalculture by
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UnderstandingDataBreaches

Anyins Yu Yon that housescri YalassetssuchasSocialSecuritynumbers,CreditCardnumbers,intellectual
property or other proprietarydatais at risk of a databreach.Thesizeof the ins Yu Yon doesnot ma@sr. A
databreachis anincidentwhere personallyiden Yoable datais accessednd/or stolenby an unauthorized
source.Thedatacanbe compromisedby an outsideparty, suchasa hacker,or by aninternal party (perhaps
adisgruntledor recentlyterminatedemployee).

TheUSSecretService2011 DataBreachinvesYja YonsReportdescribedcommontraits of databreachesas:

x 83% of vidfns were targets of opportunity
x 92% of a&cks were not highly @cult

x 96% of breaches were avoidable throwgjmple or intermediate controls

x 89% of vidfns subject to Payment Card Industry Data Security Standar®@%}lhad not
achieved compliance

76% of all data was compromised from servers

x 86% were discovered by a third party

x

But,whena “data breach”is reported, manypeopleassociateviola Yonswith companiedike Target,Neiman
MarcusandMichael’'s. Why? Eachof thesecompanieshavebeenvic Ynsof recentdatabreachesvhere
the personalinforma Yon of its customersvascompromised.

Databreacheshavealsooccurredat universi¥esacrosshe country. In Februaryof this year,an outside
sourcegainedaccesgo a University’ssecurerecordsdatabaseand obtainedmore than 300,000personal
recordsfor faculty, sta+and studentsda Yag backto 1998.Therecordsincludedname,socialsecurity
number,date of birth and Universityiden Yoca Yon number. Thehackersdid not changeanythingwithin the
University’scomputersystem but did duplicatethe informa Yon. In responseto the intrusion, state and
federallaw enforcementauthori ¥sinvesYjatedthe incident. TheUniversitycontactedeachof the a +ected
individualsto o +er free creditmonitoringservice.

Beloware examplef databreacheghat occurredat other Universi¥esacrosshe countrythis year:

x Unauthorizedaccesgo a databasefor one of its grandfunded projectsadministeredon the
campus containingpersonallyiden Yeableinforma Yon for an es Ynated50,000individuals.
Sta-+error le Linforma Yon on 146,000studentsexposedor 11 months.
Namesemailaddressesand phonenumbersof asmanyas1,307currentandformer students
were stolenfrom aweb serverand postedonline by a hacker.

x Servercontainingthe informaYon of 291,465former, current, and aspiringstudentsand 784
employeesvashacked.



DataBreachescanbe costlyto
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PROMOTING AN ETHICAL CULTURE: THE ETHICS &
COMPLIANCE REPORTING HOTLINE

In Januaryof 2008the UniversitySystemof Georgia’'YUSGEthics&
ComplianceReporg HotlinebecameoperaYonal. Thehotline isjust
one part of acomprehensiveethicsand complianceprogramwhichis
designedo promotethe higheststandardsof ethicaland professional
conductwithin the USG.Thefollowingarethe answergo frequently

askedquesYonsregardingthe hotline.

QuesYon: What is an Ethics& ComplianceRepor¥hg Hotline?

Answer: Thehotlineisawayto conbden ‘ally report concerngegarding
fraud, waste,andabuseandany other improper,unprofessionalor
illegalac Wity within the USG.Thehotline doesnot replaceexis g
repor Yag mechanismsto includerepor Yag concerngo anemployee’s
supervisorput rather servesasan addi Yonal repor Yag op Yon, which

may be usedanonymously.
QuesYn: Howdo | makeareport?

Answer: Reportscanbe madeon tine or by telephone24 hoursa
day,7 daysaweek. Eachins Yu Yon andthe SystemO 8ce havea
hotline web addressanda telephonenumberassignedo it. A
list of the web addressesandtelephonenumbersfor each

ins Yu Yon andthe systemo 8ce canbe accessedrom the
followingweb address:

h @://www.usqg.edu/audit/compliance/repoiag contacts

QuesYn:  Whocanmakeareport?

Answer: Reportscanbe madeby anyUSCemployee studentor
the public.

QuesYon: Will my report by conbden Yal?

Onthe Ethicsand
Complianceontact
page,selectthe link for
yourins Yu Yon.

Answer: Allreportswill be treated in a conbden Yal and professionamanner. Thosewho makereportscan
chooseto iden Yy themselvesr remainanonymous. Thehotline is administeredby a 3" party vendor
which providesfor conbden Yal communica¥on. Thosemakingreportswill be providedwith a Personal
Iden Yeca Yon Numberandinstruc Yonssothey canfollow up with addiYonalinforma Yon or simplycheckon

the statusof areport.
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PROMOTINGNETHICACULTURETHEETHIC& COMPLIANCREPORTINGBOTLINE

FrequentlyAskedQuesYons

QuesYon: What shouldbe reported?

Answer: Employeeshouldreport viola Yonsof state or federallaw andviola Yonsof USQolicies.
Employeeshouldalsoreport concernsregardingunprofessionabr unethicalprac es. Of specialconcern
arefraud, wasteandabusein that thesetypesof malfeasancelirectly a 4ect our stewardship
responsibili¥és.

QuesYon: What shouldnot be reported?

Answer: Thehotline shouldnot be usedasatool to harassembarrasr undermineco workersor
supervisorsr to se@e old scores. Reportsshouldonly be madein goodfaith wherethere isareasonable
beliefin the truth or accuracyof the informa Yon provided. Anyemployeewho knowinglyblesa false
report maybe subjectto disciplinaryacYon up to andincludingtermina Yon.

QuesYon: Would | be subjectto retalia Yon?

Answer: Statelaw and USGpolicy prohibit anyemployeefrom retalia Yag againstanotheremployeewho,
in goodfaith, hasreported concernsor wrongdoingor who hascooperatedwith anauthorized
invesYyaYon. Employeesnay makereports of wrongdoingwithout fear of reprisal.

Youcanlook forward in the nextissueof this publicaYon to informa Yon concerninghe numberandtypes
of casegeceivedon the USCGhotline since2008.

Do You Have Quasns
about Ethics & Compliance
PracYes or Issues?

What Type of Que¥ns
would you like addressed?

Wesley Horne
Director of Ethics and Compliance, OIAC

Telephone: 408628034
hear from Email: wesley.horne@usg.edu

you!

| would like to



Reference Reading

Professional Aids

Fraud Auditing and Forensic Accounting, By TomMi. Singleton, Aaron J. Singleton ,
John Wiley & Sons, 2012
Effective Interviewing and Intevgation Techniques, By William Eleisher, Nathan J. Gordon ,
Academic Press, 2011



